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:Investigatory Powers Act 2016 4

61A.Power of designated senior officers to grant authorisations: urgent cases

(1)Subsection (2) applies if a designated senior officer of a relevant public authority considers—
(a)that it is necessary to obtain communications data for a purpose falling within subsection (7),
(b)that it is necessary to obtain the data for the purposes of a specific investigation or a specific
operation,

(c)that there is an urgent need to obtain the data, and

(d)that the conduct authorised by the authorisation is proportionate to what is sought to be
achieved.

(2)The designated senior officer may authorise any officer of the relevant public authority to
engage in any conduct which—

(a)is for the purpose of obtaining the data from any person, and

(b)relates to—

(i)a telecommunication system, or

(ii)data derived from a telecommunication system.

(3)Subsections (1) and (2) are subject to—

(a)section 62 (restrictions in relation to internet connection records),

(b)sections 70, 73 and 75 and Schedule 4 (restrictions relating to certain relevant public
authorities),

(d)section 76 (requirement to consult a single point of contact), and

(e)section 77 (Commissioner approval for authorisations to identify or confirm journalistic sources).
(4)Authorised conduct may, in particular, consist of an authorised officer —

(a)obtaining the communications data themselves from any person or telecommunication system,
(b)asking any person whom the authorised officer believes is, or may be, in possession of the
communications data or capable of obtaining it—

(i)to obtain the data (if not already in possession of it), and

(ii)to disclose the data (whether already in the person’s possession or subsequently obtained by
that person) to a person identified by, or in accordance with, the authorisation, or

(c)requiring by notice a telecommunications operator whom the authorised officer believes is, or
may be, in possession of the communications data or capable of obtaining it—

(i)to obtain the data (if not already in possession of it), and

(ii)to disclose the data (whether already in the operator’s possession or subsequently obtained by
the operator) to a person identified by, or in accordance with, the authorisation.

(5)An authorisation—

(a)may relate to data whether or not in existence at the time of the authorisation,

(b)may authorise the obtaining or disclosure of data by a person who is not an authorised officer,
or any other conduct by such a person, which enables or facilitates the obtaining of the
communications data concerned, and

(c)may, in particular, require a telecommunications operator who controls or provides a
telecommunications system to obtain or disclose data relating to the use of a telecommunications
service provided by another telecommunications operator in relation to that system.
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(6)An authorisation—

(a)may not authorise any conduct consisting in the interception of communications in the course of
their transmission by means of a telecommunication system, and

(b)may not authorise an authorised officer to ask or require, in the circumstances mentioned in
subsection (4)(b) or (c), a person to disclose the data to any person other than—

(i)an authorised officer, or

(ii)an officer of the same relevant public authority as an authorised officer.

(7)1t is necessary to obtain communications data for a purpose falling within this subsection if it is
necessary to obtain the data—

(a)for the applicable crime purpose (see subsection (8)),

(b)in the interests of public safety,

(c)for the purpose of preventing death or injury or any damage to a person’s physical or mental
health, or of mitigating any injury or damage to a person’s physical or mental health,

(d)to assist investigations into alleged miscarriages of justice, or

(e)where a person (“P”) has died or is unable to identify themselves because of a physical or mental
condition—

(i)to assist in identifying P, or

(ii)to obtain information about P’s next of kin or other persons connected with P or about the
reasons for P’s death or condition.

(8)In subsection (7)(a), “the applicable crime purpose” means—

(a)where the communications data is wholly or partly events data, the purpose of preventing or
detecting serious crime;

(b)in any other case, the purpose of preventing or detecting crime or of preventing disorder.

(9)The fact that the communications data which would be obtained in pursuance of an
authorisation relates to the activities in the British Islands of a trade union is not, of itself, sufficient
to establish that it is necessary to obtain the data for a purpose falling within subsection (7).
(10)See—

(a)sections 70 and 73 for the meanings of “designated senior officer” and “relevant public
authority”;

(b)section 84 for the way in which this Part applies to postal operators and postal services;
(c)section 86(2A) for the meaning of “serious crime”.]

.Coronavirus Act 2020, Schedule 21 >
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Shona Ghosh, Privacy Activists Fear the UK might Spy on its own Citizens to Tackle COVID-19. e

Stephanie Kirchgaessner, Mobile ;Here’s What We Know, BUSINESS INSIDER (March 26, 2020, 3:56Pm)
Mark ;Phone Industry Explores Worldwide Tracking of Users, THE GUARDIAN (March 25, 2020)
Sweney & Alex Hern, Phone Location Data Could Be Used to Help UK Coronavirus Effort, THE
.GUARDIAN (March 19, 2020)

JJasmine Rapson, NHS Developing Coronavirus Contact Tracking App, HSJ (March 18, 2020)

Hannah Devlin, NHS Developing App to Trace Close Contacts of Coronavirus Carriers, THE GUARDIAN 8
Sarah Knapton, Gordon Rayner, Mike Wright and Jessica Carpani, New Contact- ;(March 31, 2020)
;Tracing App Could Be Key to Ending the Coronavirus Lockdown, THE TELEGRAPH (March 31, 2020)
Sebastain Klovig Skeltopn, Coronavirus: NHSX Working on Contact Tracing App, COMPUTER WEEKLY
.(April 1, 2020)
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Rowland Manthorpe, Coronavirus: NHS Unveils ‘Data Platform’ to Track Beds, Staff and
Shona Ghosh and Isobel Asher Hamilton, Google, ;Ventilators, Sky News (March 26, 2020)
Microsoft, and Palantir are Building a COVID-19 Dashboard for the UK’s Health System, BUSINESS
Matthew Gould, Indra Joshi and Ming Tang, The Power of Data in a ;INSIDER (March 30, 2020)
.Pandemic, DEPARTMENT OF HEALTH AND SoOCIAL CARE (March 28, 2020)
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https://freedomhouse.org/countries/freedom- ,"°Global Freedom Score, Freedom House
.world/scores

Krasen Nikolov, Police Received Uncontrolled Access to Phones and Internet Connections,
.Mediapool.bg (March 24, 2020) (in Bulgarian, Translated using Google Translate)
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https://freedomhouse.org/countries/freedom- ,HGIobal Freedom Score, Freedom House
.world/scores

Isobel Asher Hamilton, The US Is Tracking People’s Movements with Phone Data, and It’s Part of a B
Isobel Asher Hamilton, ;Massive Increase in Global Surveillance, BUSINESS INSIDER (March 29, 2020)
Poland Made an App that Forces Coronavirus Patients to Take Regular Selfies to Prove They’re
Ministry of Digitization, “Home ;Indoors or Face a Police Visit, BUSINESS INSIDER (March 23, 2020)
Quarantine” Application — The Process of Sharing it has Started (March 19, 2020) [in Polish,
.Translated using Google Translate]

11



4 M 5

I I I I I I I N'LAPINTA TTN (N)
AN, Mmanl Freedom House [N 2w 911720 NN 7112 N 210 im0 94-n DIpna NxNITA

NI 13N e
17771 .I_” I]T'? :0'Wan Apyun (2)

Robert Koch ) qip v1an 1an% Deutsche Telekom nmiwpn nian nravn 2020 yana 18-nn 7nin
0119701 D'WNNYN 2w DI 1M1 ,NIPATN NI9ANA 219'0% NN 'RINND 9N KN (Institute
J2'DAANI DNNIN [9IRA D'M7170

VA2 2NN NMINN WA 0w YINAN VTN 1 V12N 12102 DIYTAN T2 NNY RN VTN NNavn non
2wnnn T %Y D'DPIN DTTUND 9Y DNIZ'UT NINRIY2E NIZAPNN DITR 19N NN DIWIND NYIANY
> prion DTN NNKR D'WAN 2pYUN 1IN DWARN DI'R DNAVINN DN

19NN TINIRA NNANN NIYTA NN NING70 NAI2120 'WARI DIYTA ,D'NIWTN DNHT 9% .01
Pan European Privacy Preserving Lp'Na NX m'pn ,2anan Heinrich Hertz Institute nananal
NINIX 2V NODIANN D'WAN 1pun? AN XP29R NN97 1Mo Proximity Tracing (PEPP-PT)
DITILD 2'¥N7 NN DLP'NAN MDA 11922'01 NVI9N TraceTogether Nixp2ax? NNITA ;7271 Bluetooth
TIN'NQ NNANN NIITAN NN T 20 JWNNA YRIR'Y NI'DI9Y7 NI2TA nYRan JIUTN JIN 0'Wan 1pun?

JONNN

ATIW NIXP2AN YANY NIIXT 2V NUITIN 12D N0 nwnn

.DN1PA MY DNNR XPYaN 'wNnwn %Y Bluetoothn NININ %V UyTNN NN MDY ¥p*298N
71AUNY IN DDA NIOXY NI N21[9XIN1 DRNIN (91N WNRNWAN %Y 121700 1'wan %Y DNNwa 02NN
NN YUY ' DY VAN NINaY Nanan nth Naipnn plouTn In Rt 222 MY aptasn .oniN

.MINK 0N 14 9w N91pn? 1n1%2 9217 qunin?

,'27V TN TN 19002 NNITMN N2INY 72 2V nYTIN 22N NINNAN NIYA N2NIR D710 [NAIK WNNWNN ON
NIYNAIN] WNNYN ININ? D72 NINNAN TN N2RNA .NINIpY7 12N [NAIKR ,DNPYaR 7Y 1R 10w
NINPOY NNY7WNY? wnwnw 'mua TN TIp ,transaction authentication number) TAN TIp nxpr2ann
7907 NIXP'29N1 INWIY UYTNN DX 11AUn? NN 2V TIpa wnnw! Xin 27 0'200 wNNwnn OX .(D1LaN
22UN1 19X 19WNIY 198 NN IN 11AUNN WNNWNN NINT DR UT K7 IRIOIN MN'Y a0 .o mnw

° pipnnin Daman v, IwRIn

https://freedomhouse.org/countries/freedom- ,MGIobal Freedom Score, Freedom House
.world/scores

> Elvira Pollina & Douglas Busvine, European Mobile Operators Share Data for Coronavirues Fight,
Telekom Shares Data on “Movement Flows” from Mobile Phone Users ;REUTERS (March 18, 2020)
.with RKI, WELT (March 18, 2020) (in German, Translated using Google Translate)

Douglas Busvine, Germany Aims to Launch Singapore-Style Coronavirus App in Weeks, REUTERS 1
Natasha Lomas, An EU Coalition of Techies Is Backing a ‘Privacy-Preserving’ ;(March 30, 2020)
.Standard for COVID-19 Contacts Tracing, TECHCRUNCH (April 2, 2020)
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https://freedomhouse.org/countries/freedom- ,17Globa| Freedom Score, Freedom House
.world/scores

Isobel Asher Hamilton, The US Is Tracking People’s Movements with Phone Data, and It’s Part of a 18
Amandine Cloot, ;Massive Increase in Global Surveillance, BUSINESS INSIDER (March 29, 2020)
Belgium: Telecoms Location Data to be Provided to Third-Party Analytics Company, Le Soit (March
.12, 2020) (in Belgium, Translated using Google Translate)
https://freedomhouse.org/countries/freedom- ,mGIobaI Freedom Score, Freedom House
.world/scores
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https://freedomhouse.org/countries/freedom- ,”°Global Freedom Score, Freedom House
.world/scores

;SINGAPORE GOVERNMENT, HELP SPEED UP CONTACT TRACING WITH TRACETOGETHER (March 21, 2020) **
GOVTECH SINGAPORE, TRACETOGETHER — BEHIND THE SCENES LOOK AT ITS DEVELOPMENT PROCESS (MARCH 25,
.2020)
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https://freedomhouse.org/countries/freedom- ,ZZGIobaI Freedom Score, Freedom House
.world/scores

Isobel Asher Hamilton, The US Is Tracking People’s Movements with Phone Data, and It’s Part of a 2
.Massive Increase in Global Surveillance, BUSINESS INSIDER (March 29, 2020)

Tony Romm, Elizabeth Dwoskin & Craig Timberg, US Government, Tech Industry Discussing Ways o
;to Use Smartphone Location Data to Combat Coronavirus, THE WASHINGTON POST (March 18, 2020)
.Will Knight, Phones Could Track the Spread of Covid-19. Is It a Good Idea?, WIRED (March 15, 2020)
Tony Romm, Elizabeth Dwoskin & Craig Timberg, US Government, Tech Industry Discussing Ways »
.to Use Smartphone Location Data to Combat Coronavirus, THE WASHINGTON POST (March 18, 2020)
Division B — Emergency Appropriations for Coronavirus Health Response and Agency Operations, 2
Title VIII, Department of Health and Human Services, Centers for Disease Control and Prevention
CDC-Wide Activities and Program Support (Including Transfer of Funds):

For an additional amount for “CDC-Wide Activities and Program Support”, $4,300,000,000, to
remain available until September 30, 2024, to prevent, prepare for, and respond to coronavirus,
domestically or internationally: Provided, ... Provided further, That of the amount provided under
this heading in this Act, not less than $500,000,000 shall be for public health data surveillance and
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analytics infrastructure modernization: Provided further, That CDC shall report to the Committees
on Appropriations of the House of Representatives and the Senate on the development of a public
health surveillance and data collection system for coronavirus within 30 days of enactment of this
Act”

Aaron Holmes, The CDC will Set Up A Coronavirus ‘Surveillance and Data Collection System’ as part
of the S2 Trillion Stimulus Bill, Which President Trump Just Signed Into Law, BUSINESS INSIDER (March
.28, 2020)

Kirsten Grind, Robert McMillan and Anna Wilde Mathews, To Track Virus, Governments Weight 7
Thomas ;Surveillance Tools That Push Privacy Limits, THE WALL STREET JOURNAL (March 17, 2020)
Brewster, Palantir, The 520 Billion, Peter Thiel — Backed Big Data Giant, Is Providing Coronavirus
.Monitoring to the CDC, FORBES (March 31, 2020)
https://www.nytimes.com/2020/03/18/health/coronavirus-fever-thermometers.html **
https://www.nytimes.com/2020/01/08/health/flu-season-severity.html *°
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